
WEP Key Cracking Lab Manual 
 
Lab Objectives 
This laboratory exercise demonstrates how WEP key can be cracked, and how the WEP key can be used 
to decrypt intercepted data using open source tools.    

 
Lab Hardware and Software Requirement: 
The required hardware:  

• Router (to act as an isolated Access Point (AP)) 
• AirPcap wireless packet capture card (used in wardriving and eavesdropping) 
• A laptop computer with Windows XP or Windows 7 (or a Windows XP/Windows7 virtual 

machine on a laptop) 
The required Software: 

• Cain and Abel v 4.9.43, downloaded from: http://www.oxid.it/cain.html 

• Aircrack-ng 0.9.3, downloaded from: http://www.aircrack-ng.org/downloads.html 

• Visual .NET Framework 
 
Lab Procedure 
The exercise of cracking WEP includes four phases: (1) Preparing the environment; (2) Wardriving and 
eavesdropping (Demo); (3) Cracking the key; and (4) Decrypting network traffic. 
 

1. Preparing the Environment  
Attacker: Ensure AirPcap adapter is functioning, install software Cain and Abel, and Aircrack-ng.  

Victim: Configure the Router/AP   

1. Victim connect to the Router 
2. Obtain the router’s IP address: (1) In windows, start Command Prompt and type in ipconfig/all. 

Find the network adapter’s information (i.e., Wireless Network Connection) and write down the 
Default Gateway (see Figure 1). This is the router’s IP address (i.e., 192.168.1.1). 

3. Open a web browser and type the router’s IP address into the address bar (i.e., http://192.168.1.1)  
4. Enter username and password to view the configuration page. The default username/password 

combination for routers is admin/admin.  

http://www.oxid.it/cain.html
http://www.aircrack-ng.org/downloads.html


 

Figure 1. Ipconfig window showing Router’s IP 
 

5. Go to “wireless” then “wireless security”, select WEP and 64-bit encryption. Enter in Key1 
“1111111111”. This is the WEP key, then save the setting. 

6. The router is now configured to allow for a quick key crack. Your computer will be disconnected 
to the router. You need to reconnect with the WEP key. 

 

2. Wardriving and Eavesdropping (demo only) 
The information on the AP is first collected through wardriving. Next packets from/to the AP are 
collected through eavesdropping. ARP Request Replay attack is used to collect a large amount of IVs in 
a short period of time. Cain and Abel is used for wardriving and ARP Replay attack. Airodump-ng, 
which is part of the Aircrack-ng suite, is used for eavesdropping. 

Wardriving:  

Attacker: 
(1) Plug in AirPcap. 

(2) Start Cain and Abel and click on the wireless tab.  

(3) Select the AirPcap adapter “\\. \ airpcap00” in the dropdown list of available adapters. 

(4) Select “hopping” in the “Lock on Channel” section. Deselect “Send to cracker” and “Capture 
WEP APs”. Click Passive Scan to begin discovering APs. The AirPcap adapter will start to scan 
various channels to discover APs. All APs in range will be displayed in the main window. 

(5) The target AP’s SSID appears in the top pane. Click Stop.  

Eavesdropping 

Victim: Connect to the AP. 

Attacker: 
(1) In the “Lock on Channel” section, select the channel the AP is running on. 



(2) Uncheck both “Send to Cracker” and “Capture WEP IVs to dump.ivs file.” Airodump will be 
used to collect IVs. 

(3) Check “ARP Requests.” This enables the ARP replay attack. The AirPcap adapter will capture 
ARP requests and then repeatedly resend them to the AP in order to greatly increase the amount 
of IVs generated. 

(4) Click Passive Scan to begin the IV generation process. 
(5) Click on the entry of the target AP in the top pane, the clients connected to the AP will be 

displayed in the bottom pane. Your own computer should be in this list. 
(6) Start Airodump to begin collecting IVs. Navigate through the Aircrack folder to the bin directory. 

Double click Airodump-ng.exe. 
(7) Enter the appropriate options to start collecting IVs (see Figure 2). 

a. For the network interface index number, enter 1 and hit Enter. 
b. For channel, enter the channel the AP is running on and hit Enter. 
c. For output filename prefix, enter Capture and hit Enter. 

For only write WEP IVs prompt, enter y and hit Enter. 

 

Figure 2. Airodump setup options for IV collection 
Victim: Run traffic.exe 

3. Cracking the Key  
Attacker (But every user can perform this lab): Open the folder “aircrack_ng_0.9.3_win” on the 
desktop. Go to “bin” directory and run “Aircrack-ng_GUI.exe”, and select the file “Ivs and Capture 
Files/Capture2.ivs” that contains the captured IVs. Select 64-bit WEP encryption key for the key size 
then click Launch to start cracking the key. The key will be displayed (Figure 3). Uncheck 
multithreading bruteforce. 



 

Figure 3. Cracked key shown in Aircrack 
 

4. Network Traffic Decryption 
Attacker (But every user can perform this lab): 
In this step, the Aircrack-ng suite and the cracked WEP key are used to decrypt intercepted network 
traffic into plaintext. 

(1) Run Aircrack-ng_GUI.exe from the Aircrack bin folder and select the Airdecap-ng tab.  

(2) Click on “Choose” and select the captured network traffic file “Ivs and Capture Files/Network.cap”. 
Enter the WEP key in hex (1111111111), and click Launch to start the decryption process. A 
command prompt will open and the information of the decryption process will be displayed. (There 
is a bug in the software. So click on AirCrack-ng and select the “network.cap” again, and then go 
back to Airdecap-ng tab, and click on launch)  

(3) Open the decryption file Network-dec.cap in WordPad to see the network traffic in plaintext. Some 
encrypted text will still be present. These are beacons and ping replies. Search for “test”. 
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